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LOIS, DECRETS, ORDONNANCES ET REGLEMENTS
WETTEN, DECRETEN, ORDONNANTIES EN VERORDENINGEN

MINISTERE DE LA JUSTICE
E 2001 — 298

28 NOVEMBRE 2000. — Loi du 28 novembre 2000
relative i la criminalité informaticque (1)

ALBERT 1II. Rol des Belges.
Atous, présents et a venlr, Salut.
Les Chambres ont adopté et Nous sanctionnons ce qui suit ©
CHAPITRE ler. — Disposition générale

Article 1. La présente lol régle une matiére visée al'article 78 de la

Constltution.
CHAPITRE II. — Dispositions complétant e Code penal

Art, 2. Lintitulé du chapitre IV, titre II1, 1vre IT du Code pénal, est

remplacé par |'intitulé sulvant :

« Dies faux commis en éeritures, en informatique et dans les dépéches

télégraphiques. »

Art. 3. Alarticle 193 du méme Code, les mots « . en informatique »
sont INsérds entre les mots = en écritures » ot les mots « ou dans les

dépiches télégraphiques =

Art. 4. 11 est Inséré dans le lvre I titre I, chapitre IV, du méme

Code une section IIhis, rédigée comme suit:
« Sectlon IIhis. — Faux en informatique

Art. 2106, § 197, Celul qul commet un faux, en Introdulsant dans un
systéme Informatique, en modifiant ou effacant des donndes, qui sont
stockées, traltées ou transmises par un systéme (nformatique, ou en
ossible des
données dans un systéme Lnfc-:matg'ue. et par la modifie la portée

un emprisonnement de six mols
a cing ans et d'une amende de vingt-six francs a cent mille francs ou

modifiant par tout moyen technologique l'utilisation
Juridique de telles données, est punt

d'une de ces pelnes seulement.

§ 2. Celul qui falt usage des données alnsi cbtenues, tout en sachant

que celles-cl sont fausses, est puni comme s'(l était auteur du faux,

53 La tentative de commettre |'infraction visée au § 1" et est punie
d'un emprisonnement de shx mois 4 trols ans et d'une amende de
vingt-six francs & cinquante mille francs ou d'une de ces pelnes

sellement.

§ 4. Les Femes prévues par les §§ 1" a 3 sont doublées sl une

‘une de ces dispositions est commise dans les cing ans quil
sulvent le prononeé d'une condamnation pour une de ces infractions ou
pour une des Infractions prévues aux articles 259bis, 314bis, S04quater

infraction &

ol au ttre IXhis. =

Art. 5. Il est inséré dans le Ivre I1, titre IX, chapitre I[ duméme Code

une section [1Iks, rédigée comme suit:
« Soctlon ki, — Fraude informatique
Art. 504qua

franes ou d'une de ces pelnes seulament.

§2. La tentatlve de commettre |'infraction visée au § 1" et est punie
d'un emprisonnement de six mois 4 trols ans et d'une amende de
vingt-six francs & cinquante mille franes ou d'une de ces pelnes

seulement.

§ 3 Les ]l:e].nes prévues par les §§ 177 et 2 sont doublées s una

‘une de ces dispositions est commise dans les cing ans qul
sulvent le prononeé d'une condamnation pour une de ces infractions ou
pour une des nfractions visdes aux articles 210bis, 259bis, 314bis ou au

infraction a

ttre IXbis. =

[S - C — 2001/09035]

ter. § 17" Celul qul se procure, pour sol-méme ou pour
autrul, un avantage patrimonial frauduleux en Introduisant dans un
systéme Informatique, en modifiant ou effacant des données qui sont
stockées, traltées ou transmlses par un systéme Informatlque, ou en
modifiant par tout moyen technologique l'utilisation possible des
données dans un systeme informatique, est puni d’un emprisonnement
de six mois & cing ans et d'une amende de vingt-six francs & cent mille

MINISTERIE VAN JUSTITIE
N. 2001 — 298 [S - C - 2001/00035]

28 NOVEMEER 2000, — Wet van 28 november 2000
inzake informaticacriminaliteit (1)

ALBERT II, Koning der Belgen,
Aan allen dle nu zijn en hierna wezen zullen, Onze Groet.
De Kamers hebben aangenomen en Wi bekrachtigen hetgeen volgt :
HOOFDSTUK L — Algemene bepaling

Artikel 1. Deze wet regelt een aangelegenheld als bedoeld in
artlkel 78 van de Grondwet.

HOOFDSTUK 1. — Bepalingen tot aanvulling van het Strafivetboek

Art. 2. Het opschrift van hoofdstuk IV, titel 111 boelk II van het
Strafwethoek wordt vervangen als wolgt :

« Valsheld n geschriften, In informatica en in telegrammen. =

Art. 3. In artikel 193 van hetzelfde Wetboek worden de woorden
« geschriften of in telegrammen = vervangen door de woorden « geschrif-
ten, In informatica of In telegrammen =,

Art. 4. Inboek 11, titel 111, hoofdstuk IV van hetzelfde Wetboelk wordt
een afdeling ks ingevoegd, luidende ;

« Afdeling Ilbis. — Valsheid In informatica

Art. 210bis. § 1. Hy dle valsheld pleegt, door gegevens die worden
opgeslagen, verwerkt of overgedragen door middel van een Informa-
ticasysteem, In te voeren In een Lnf-:rmaticasy‘steen‘:. te wijzigen, te
wissen of met enig ander technologlsch middel de m??ehjke aanwen-
ding van gegevens In een Informaticasysteem te veranderen, waardoor
de juridische draagwijdte van dergelijke geﬁwens verandert, wordt
gestraft met gevangenisstraf van zes maanden tot vijf jaar en met
geldboete van zesentwintig frank tot honderddulzend frank of met een
van dle straffen alleen.

§ 2. Hyj die, terwtjl hij weet dat aldus verkregen gegevens wvals zljn,
hiervan gebrutk maakt, wordt gestraft alsof hij de dader van de
valsheld was.

§ 3 Poging tot het plegen van het misdr%f. bedoeld in § 1, wordt
gestraft met gevangenissiraf van zes maanden tot drie jaar en met
geldboete van zesentwintig frank tot vijfigdulzend frank of met een
van die straffen alleen.

§4, Destraffen bepaald in de §§ 1 tot 3 worden verdubbeld indien een
overtreding van een van die I:ep:llmﬁﬁn wordt begaan binnen wijf jaar
na de ultspraak houdende veroordeling wegens een van die strafbare
feiten of wegens ean wan de strafbare felten bedoeld in de artike-
len 259bis, 314bis, s04quater of in titel TXbs. »

Art. 5. In boek I, titel IX, hoofdstuk I van hetzelfde Wetboek wordt
ven afdeling [Ibis ingevoegd, luidends

« Afdeling 11Ikis. — Informaticabedrog

Art. S04quater. § 1. HY die, voor zichzelf of voor een ander, een
becdreglijk vermogensvoordeel verwerft, door gegevens die worden
opgeslagen, verwerlt of overgedragen door middel van een informa-
ticasysteem. In een Informaticasysteem In te voeren, te wijzlgen, te
wissen of met emg ander technologisch middel de m-:gelaljke aanwen-
ding van gegevens in een informaticasysteem te veranderen, wordt
gestraft met gevangenisstraf van zes maanden tot vijf jaar en met
geldboete van zesentwintig frank tot honderdduizend frank of met een
van dle straffen alleen.

§ 2. Poging tot het plegen van het misdrijf bedoeld in § 1 wordt
gestraft met gevangenisstraf van zes maanden tot drie jaar en met
geldboete van zesentwintlg frank tot vijftigduizend frank, of met een
van dle straffen alleen.

§ 3. De straffen bepaald in de §§ 1 en 2 warden verdubbeld indien een
overtreding van een van die bepallngen wordt begaan binnen vljfglaar
na de ultspraak houdende veroordeling wegens een van die strafbare
feiten of wegens een van de strafbare feiten bedoeld 1n de artikelen
210kis, 259his, 314bis of In titel This. »
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Art. 6. Il est Inséré dans le Invre IT du méme Code un titre IXbis,
rédigé comme sult

= Titre IXbis. — Infractions contre la confidentialité, I'intégrité et la
disponibllité des systémes Informatiques et des données qui sont
stockées, traltées ou transmises par ces systémes.

Art. 550bis. § 17 Celul qul, sachant qu'il n'y est pas autorisé, accéde
a un systeme Informatique ou s’y maintlent, est puni d’'un emprison-
nement de trols mols & un an et d'une amende de vingt-six francs a
vingt-cing mille francs ou d'une de ces pelnes seulement.

S I'infraction visée a l'alinéa 1%, est commise avec une intention
frauduleuse, la pelne d'emprisonnement est de six mols & deux ans.

§ 2. Celul qui, avec une Intentlon frauduleuse ou dans le but de nulre,
outrepasse son pouvolr d'accés & un systéme iformatique, est puni
d'un emprisonnement de six mois & deux ans et d'une amende de
vingt-slx francs & vingt-cing mille franes ou d une de ces pelnes
seulement.

§ 3. Celul qul se trouve dans une des situations visées aux §§ 1" et 2
et qui:

17 solt reprend, de quelque maniere que ce solt, les donndes stockées,
traltées ou transmises par le systéme informatique;

27 soft falt un usage quelconque d'un systéme informatique apper-
tenant & un tlers ou se sert du systeme informatique pour accéder au
systéme Informatique d'un tiers;

3" solt cause un dommage quelcongue, méme non intentionnelle-
ment, au systéme informaflque ou aux données qui sont stockées
traltées ou transmises par ce systéme ou au systéme Informatique d'un
tlers ou aux données qui sont stockées, traltées ou transmises par ce
systéme;

st punl d'un emprisonnement de un & trols ans et d'une amende de
vingt-six francs belges 4 cinquante mille francs ou d'une de ces pelnes
seulement.

&4, La tentative de commettre une des Infractions vistes aux 55 1™ et
2 est punie des mémes pelnes,

& 5. Celul qui, avec une Intentlon frauduleuse ou dans le but de nulre,
rocherche, rassemble, met 4 disposition, diffuse ou commerclalise des
données qui sont stockées, traltées ou transmises par un systéme
informatique et par lesquelles les Infractions prévues par les §5 17 4 4
peuvent étre commises, est punl d'un emprisonnement de six mols a
trols ans et d'une amende de vingt-six francs 4 cent mille francs ou
d'une de ces pelnes seulement.

§ 6. Celul qui ordonne la cormmission d'une des infractions visées aux
551" a5 ou quiy Inclte, est punt d'un emprisonnement de six maols 4
cing ans et d'une amende de cent francs & deux cent mille francs ou
d'une de ces pelnes seulement.

§ 7. Celul qui, sachant que des données ont été obtenues par la
commission d'une des Infractions visées aux 5§ 1°" 4 3, les détlent, les
révele & une autre personne ou les divulgue, ou falt un usage
3L|elconque des données ainsl obtenues, est punt d un em prisonnement

e slx mols 4 trols ans et d'une amende de vingt-slx francs a cent
mille francs ou d'une de ces peines seulement.

§ & Les FeJ.nes prévues par les §8 17 & 7 sont doublées si une
infraction & I'une de ces dispositions est commise dans les cing ans qui
sulvent le prononcé d une condamnation pour une de ces infractions ou
pour une des infractions wvisées aux articles 210bis, 2590ds, 314bis,
S04quater ou 550er.

Art. 550ter. § 197 Celul qui dans le but de nuire, directement ou
indirectement, introdult dans un systéme informatique, modifie ou
offace des données, ou qul modifie par tout moyen technologlgue
l'utilisation possible de gonnées dans un systéme informatique, est
punt d'un emprisonnement de six mals & trofs ans et d'une amende de
vingt-slx francs 4 vingt-cing mille francs ou d'une de ces peines
seulement.

§ 2. Celul qul, sulte & la commisslon dune Infraction visée au § 1,
cause un dommage &4 des données dans le systéme informatique
concerné ou dans tout autre systeme Informatique, est pum d'un
emprisonnement de six mols & cing ans et d'une amende de vingt-
six francs & septante-cing mille francs ou d'une de ces peines seulement.

§ 3 Celul qul, sutte 4 la commission d’une Infraction visée au § 1°7,
empéche, totalement ou partiellement, le fonctlonnement correct du
systéme Informatique concerné ou de tout autre systéme Informatigue,
est punt d'un emprisonnement de un an a cing ans et d'une amende de
vingt-slx francs 4 cent mille francs ou d’une de ces peines seulement.

Art. 6. In boek II wan hetzelfde Wetboek wordt een titel IXbis
ingevoegd, luwende :

= Titel IXhis. — Misdrijven tegen de vertrouwelljkhetd. integriteit en
beschikbaarheid van Informaticasystemen en van de gegevens die door
middel daarvan worden opgeslagen, verwerkt of overged ragen.

Art. 550ks. § 1. Hij dle, terwijl hij weet dat hij daar toe nlet gerechtigd
Is, zich toegang verschaft tot een Informaticasysteern of zich daarin
handhaaft. wordt gestraft met gevangenisstraf van drle maanden tat
een jaar en met geldboete van zesentwintlg frank tot vijfentwintig
dulzend frank of met een van die straffen alleen.

Wanneer het misdryf, bedoeld in het eerste lid, gepleegd wordt met
bed reglijk opzet, bedraagt de gevangenisstraf zes maanden tot twee jaar.

§ 2. Hij die, met bedrieglijk opzet of met het cogmerk om te schaden,
zljn toegangsbevoegdheld tot een wformaticasysteem overschrijdt,
wiordt F,estraft met gevangenisstraf van zes maanden tot twee jaar en
met geldboete van zesentwintig frank tat vijfentwintigdutzend frank of
met een van die straffen alleen.

§3. Hydle zich Ineen van de gevallen bedoeld in de §§ 1 en 2 bevindt
an:

17 hetzl) de gralrgex-'ens dle worden opgeslagen, verwerkt of overge-
dragen door middel van het Informaticasysteern op enige manler
overneemt;

2" hetzlj enlg gebrutlk maakt van een informaticasysteern van een
derde of zich bedlent van het nformaticasysteem om toegang te
verkrijgen tot een Informaticasysteem van een derde;

3" hetzl] emge schade, zelfs onopzettelijk. veroorzaakt aan het
informaticasysteem of aan de gepevens die door middel van het
informaticasysteem worden cpgeslagen, verwerkt of overgedragen of
aan een Informaticasysteem van een derde of aan de gegevens die doar
middel van het laatstgencemde Informaticasysteem worden opgesla-
gen, verwerkt of overgedragen;

wordt gestraft met gevangenisstraf van een jaar tot drie jaar en met
geldboete van zesentwintig frank tot vijftigdulzend frank of met een
van dle straffen alleen.

§4. Poging tat het plegen van een van de misdrijven, bedoeld in §§ 1
an 2, wordt gestraft met dezelfde straffen.

§5. Hij die, met bedrieglijk opzet of met het oo?merk om te schaden,
gegevens die worden opgeslagen, verwerkt of overgedragen door
middel van een Informaticasysteem en waarmee de misdrijven, bedoeld
in 5§ 1 tot 4, gepleegd kunnen worden, opspoort, verzamelt, ter
beschikking stelt, verspreldt of verhandelt, wordt gestraft met gevan-
gentsstraf van zes maanden tot drledjaar en met geldboete van
zesentwintlg frank tot honderddulzend frank of met een van die
straffen alleen.

§ 6. HYj dle opdracht geeft of aanzet tot het plegen van een van de
misdrijven, bedoeld (n & 1 tot 5, wordt gestraft met gevangenisstraf
van zes maanden tot vjf jaar en met geldboete van honderd frank tot
tweehonderddulzend frank of met een van die straffen alleen.

§ 7 Hy die, terwlél hij weet dat gegevens bekomen zijn door het
plegen van een van de misdrljven bedoeld tn §5 1 tot 3, deze gegevens
onder zich houdt, aan een andere persoon anthult of versprewdt, of er
enlg gebrulk van maakt, waordt %estrafl met gevangenisstraf van
zes maanden tot drlefar en met geldboete van zesentwintlg frank tot
honderddutzend frank of met een van die straffen alleen.

§8. De straffen bepaald in de §5 1 tot 7 worden verdubbeld indien een
overtreding van een van die tepalujﬁin wordt begaan binnen vijf jaar
na de ultspraak houdende veroordeling wegens een van die strafbare
fetten of wegens een van de strafbare fetten bedoeld in de artikelen
210bds, 259bis, Al4bis, S04quater of 550er.

Art. 550ter. § 1. HY die, met het oogmerk am te schaden, rechtstreeks
of onrechtstreeks, gegevens in een Informaticasysteem invoert, wijzigt,
wist. of met enlg ander technologisch middel de mogelijke aamwending
van gegevens In een Informaticasysteem verandert, wordt gestraft met
gevangenisstraf van zes maanden tot drie jaar en met geldboete van
zesentwintlg frank tot vijffentwintigduizend frank of met een van die
straffen alleen.

§ 2. Hyj die, ten gevolge van het plegen van een misdrijf bedoeld in
§ 1, schade berckkent aan gegevens in dit of emg ander (nformatica-
systeem, wordt gestraft met gevangenisstraf van zes maanden tot
vijf jaar en met geldboete van zesentwintlg frank tot vijfenzeventigdul-
zend frank of met een van die straffen alleen.

§ 3. Hy die, ten gevolge van het plegen van een van de misdrijven
bedeald In § 1, de correcte werking van dit of enlg ander informatica-
systeem geheel of gedeeltelijk belemmert, wordt gestraft met gevange-
nisstraf van een jaar tot vijf jaar en met geldboete van zesentwintig
f rank tot honderdduizend frank of met een van die straffen alleen.

-1V -



Cybercrime: analyse en evaluatie van Belgische regelgeving

UNIVERSITEIT
GENT

MONITEUR BELGE — 03.02.2001 — BELGISCH STAATSELAD

2911

§4. Celul qui, avec une Intention frauduleuse ou dans le but de nulre,
congolt, met & disposition, diffuse ou commerclalise des données
stockées, traltées ou transmises par un systéme [nformatique, alors qu’il
salt 3L|e ces données peuvent étre utillsées pour causer un dommage 4
des données ou empécher, totalement ou partiellement le fonctionne-
ment correct d'un systéme informatique. est punt d'un emprisonne-
ment de slx mols & tfols ans et d'une amende dg vingt-six francs & cent
mille francs ou d'une de ces pelnes seulement.

§ 5. Les Felnes prévues par les §5% 17 4 4 sont doublées si une
infraction & ['une de ces dispositions est commise dans les cing ans qui
sutvent le prononcé d'une condamnation pour une de ces infractions ou
pour une des infractions visées aux articles 210bis. 259kis, 314bis,
S04quater ou 550bis. »

CHAPITRE III. — Dispositions modifiant
Ie Code dinstroction criminelle

Art. 7. Il est inséré dans le Code d'instruction criminelle un
article 39bis, rédigé comme sult :

= Art, 39his. § 17", Sans préjudice des dispositions spécifiques de cet
article, les régles de ce code relatives a lf:: salsle, ¥y compris artl-
cle 28sexies, sont applicables aux mesures consistant & copler, rendre
inaccessibles et retirer des données stockées dans un systéme Informa-

tique.

§ 2 Lorsque le procureur du Rol découvre dans un systéme
informatique des données stockées qui sont utiles pour les mémes
finalités que celles prévues pour la salste, mals que la salsie du support
mest néanmolns pas souhaltable, ces données, de méme que les
données nécessalres pour les comprendre. sont coplées sur des
supports qui appartiennent a I'autorité, En cas d'urgence ou pour des
ralsons techniques, (1 peut étre falt usage de supports qul sont
dispontbles pour des personnes autorlsées a utlllser le systéme
informatigue.

§ 3. Il utillse en outre les moyens techniques appropriés pour
empécher |'accés 4 ces données dans le systéme Informatique, de méme
qu'aux coples de ces données qul sont & la disposition de personnes
autorisées a utiliser le systéme wformatique, de méme que pour
garantlr leur intégrité.

51 les données forment 'objet de I'infraction ou ont été produltes par
I'infraction et si elles sont contraires 4 'ondre public ou aux bonnes
meeurs ou constituent un danger pour 'intégrité des systemes Infor-
matlques ou pour des données stockées, traltées ou transmises par le
blals de tels systémes, le procureur du Rol utillse tous les moyens
techniques appropriés pour rendre ces données inaccessibles.

Il peut cependant, sauf dans le cashlprévu a lalinéa précédent,
autariser 'usage ultérieur de 'ensernble ou d'une partle de ces
données, lorsque cela ne présente pas de danger pour lexercice des
poursuites,

§ 4. Lorsque la mesure prévue au § 2 n'est pas possible, pour des
ralsons techniques ou a cause du volume des données, le procureur du
Rol utilise les moyens techniques appropriés pour empécher Uaccés 4
ces données dans le systeme Informatique, de méme qu'aux coples de
ces données qui sont a la disposition de personnes autorisées i utiliser
le systéme informatique, de méme que pour garantir leur intégrité.

§ 5 Le procureur du Rol informe le responsable du systéme
informatique de la recherche effectuée dans le systéme informatique et
lut communlque un résumé des données qui cnt été copldes, rendues
inaccessibles ou retirdes.

§ 6 Le procureur du Rol utilise les moyens techniques appropriés
pour garantir I'intégrité et la confidentialité de ces données.

Des moyens techniques appropriés sont utilisés pour leur conserva-
tlon au greffe.

La méme rbgle sapplique, lorsque des données qul sont stockées,
traltées ou transmises dans un systeme informatique sont salsles avec
leur support, conformément aux articles précédents. »

54, Hij die, met bedrieglijk opzet of met het cogmerk om te schaden,
gegevens dle worden opgeslagen, verwerkt n?nmfe:gedmgen door
middel van een Informaticasysteem, ontwerpt, ter beschikking stelt,
verspreldt of verhandelt, terwil hij west dat deze gegevens aangewend
kunnen worden om schade te berokkenen aan gegevens of, geheel of
gedealtelljk, de correcte werking van een informaticasysteem te belem-
meren, wordt gestraft met gevangenisstraf van zes maanden tot drie
jaar en met gel&boete van zesentwintlg frank tot honderdduizend frank
of met een van dle straffen alleen.

§5. Destraffen bepaald in de §5 1 tot 4 worden verdubbeld indien een
overtreding van een van die I:epalu'lﬁﬁn wordt begaan binnen vijf jaar
na de ultspraak houdende veroordeling wegens een van die strafbare
fetten of wegens een van de strafbare felten bedoeld in de arti-
kelen 210kis, 2594is, 314bis, 504quater of 550685, »

HOOFDSTUK III. — Bepalingen tot wifziging
van het Wetboek van strahwordening

Art. 7. In het Wethoek van strafvordering wordt een artikel 39bis
Ingevoegd, luidende:

«Art. 39bis. § 1. Onverminderd de specifieke bepalingen wan dit
artikel, zijn de regels van dit wetboek Inzake Inbeslagneming, met
inbegrip van artikel 28sexies, van toepassing op het kopléren, ontoe-
gankelljk maken en verwijderen van in een Informaticasysteem opge-
slagen gegevens.

§ 2. Wanneer de procureur des Konings in een Informaticasysteem
oEgesla en ‘%egevens aantreft die nuttlg zijn voor dezelfde doeleinden
als de inbeslagneming,. maar de inbeslagneming van de drager daarvan
evenwel et wenselljk 1s_ worden deze gegevens, evenals de gegevens
noodzakelijk om deze te kunnen verstaan, gekopleerd op dragers, die
toebehoren aan de overhetd. In geval van dringendheld of om
technische redenen, kan gebrulk gemaakt worden van dragers, die ter
beschikking staan van personen die gerechtigd zijn om het Informati-
casysteem te gebrulken.

§ 3. Hij wendt bovendien de passende technische middelen aan om
de toegang tot deze gegevens (n het Informaticasysteem, evenals tot de
koplegn daarvan dle ter beschiklelng staan van personen dle gerechtigd
Zijn am het informaticasysteemn te gebrutken, te verhinderen en hun
Integritelt te waarborgen.

Indien de gegevens het voorwerp wvan het misdrijf vormen of
voortgekomen zijn ult het misdryf en indlen de gegevens strijdig zijn
met de openbare orde of de goede zeden, of een gevaar opleveren voor
de Integritelt van Informaticasystemen of gegevens die door middel
daarvan worden opgeslagen, verwerkt oﬁowrgedragen. wendt de
procureur des Konings alle passende technische middelen aan om deze
gegevens ontoegankelijk te maken.

Hij kan evenwel. behoudens in het geval bedoeld in het vaorige lid,
het verderes gebrutk van het geheel of een deel van deze gegevens
toestaan, wanneer dit geen gevaar voor de strafvordering oplevert.

§ 4. Wanneer de n § 2 vermelde maatregel nlet mogelijk 1s om
technische redenen of wegens de omvang van de gegevens, wendt hij
de Exassende technische middelen aan om de toegang tot deze gegevens
in het informaticasysteem, evenals tot de kopleén daarvan die ter
beschikking staan van personen die gerechtigd zijn om het informati-
casysteem te gebrutken, te verhinderen en hun Integritelt te waarbor-
gen.

§ 5. De procureur des Konings brengt de verantwoordelljke van het
informaticasysteem op de hoogte van de zoeking in het informatica-
systeem en deelt herm een samem-'attlénfg mee van de gegevens die zijn
gekopieerd, ontoegankelljk gemaalkt of verwdjderd.

§ 6. De procureur des Konings wendt de passende technische
middelen aan om de integriteit en de vertrouwelljkheld van deze
gegevens te waarborgen.

Cepaste technische middelen worden aangewend voor de bewaring
htervan op de griffie.

Hetzelfde geldt, wanneer gegevens die worden opgeslagen, verwerkt
of overgedragen In een Informaticasysteern, samen met hun drager in
beslag worden genomen, overeenkomste de vorige artikelen. »
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Art. 8 I est Inséré dans le méme Code un article 88ter, rédigé
comme sult:

= Art. 88ter. § 1™, Lomque le juge d'instruction ordonne une
recherche dans un systéme informatique ou une partie de celul-cl, cette
recherche peut étre étendue vers un systéme Informatique ou une partie
de celul-cl qui se trouve dans un autre leu que celul o la recherche est
effectuée

— sl cette extension est nécessalre pour la manifestation de la vérité
a l'égard de |'infraction quli fait I'objet de la recherche, et

— st d'autres mesures seralent d]slpmportlnunées, ot s'll existe un
risque que, sans cette extension, des éléments de preuve solent perdus.

§ 2. L'extension de la recherche dans un systéme Informatique ne
peut pas excéder les systémes informatiques ou les partles de tels
systermes auxquels les personnes autorisées & utlliser le systéme
informatique qui fait 'objet de la mesure ont spécifiquernent accés.

§ 3. En ce qul concerne les données recuelllles par I'extension de la
recherche dans un systtme Informatique, qui somt utlles pour les
mémes finalités que celles f:ré\-'uesdpour la salsle, les régles prévues a
larticle 39bs s'appliquent. eIJnge instruction informe le responsable
du systeme informatique, sauf st son identité ou son adresse ne peuvent
étre Talsonnablement retrouvées.

Lorsquil s'avére que ces données ne se trouvent pas sur le territolre
du Royaume, elles peuvent seulement étre coplées. Dans ce cas, le juge
d'instfuction, par ['intermédiatre du ministere public, commurmioue
sans délal cette information au mintstére de la Justice, qut en informe
les autorités compétentes de ['état concerné, si celul-cl peut ralsonna-
blement étre déterming.

§4. L'article 89bis est applicable & I'extension de la recherche dans un
systéme Informatique. »

Art. 9. 11 est Inséré dans le méme Code un article 88quater, rédigé
comme sult:

= Art. BRquater. § 1. Le juge d'instructlon ou un officier de police
Judictatre auxiliatre du procureur du Rol délégué par lul, peut ordonner
aux personnes dont 1l présume qu'elles ont une connalssance particu-
lére du systéme informatique qui fat T'objet de la recherche ou des
services qui permettent de protéger ou de crypter des données qui sont
stockées, traltées ou transmises par un systéme informatique, de
fournir des informations sur le fonctionnement de ce systéme et sur la
manére d'y accéder ou d'accéder aux données qui sont stockées,
traltées ou transmlises par un tel systéme, dans une forme compréhen-
sible. Le juge dinstruction mentlonne les clrconstances propres 2
l'affatre justifiant la mesure dans une ordonnance motivée qu'il
transmet au procureur du Rol.

§ 2. Le juge d'instruction peut ordonner  toute personne appropriée
de mettre en fonctionnement elle-méme le systéme informatique ou,
selon le cas, de rechercher, rendre accessibles, copler, rendre Inaccessi-
bles ou retirer les données pertinentes qui sont stockdes, traltées ou
transmises par ce systéme, dans la forme qu'ill aura demandée. Ces
personnes sont tenues d'y donner sulte, dans la mesure de leurs

moyens.

L'ordonnance vises a l'alinéa 17, ne peut étre prise & l'égard de
I'inculpé et a l'égard des personnes visées a 'article 156,

§ 3. Celut qui refuse de fournir la collaboration ordonnée aux 8§ 19
et 2 ou qul falt obstacle 4 la recherche dans le systéme Informatique, est
pum d'un emprisonnement de six mols 8 un’an et d'une amende de
vingt-slx francs & vingt mille francs ou d'une de ces pelnes seulement.

§ 4. Toute personne qul, du chef de sa fonction, a connalssance de la
mesure ou y préte son concours, est tenue de garder le secret. Toute
violatlon du secret est punle conformément 2 |'article 458 du Code
peénal.

§ 5. L'Etat est civilement responsable pour le dommage causé de
fagon non Intentionnelle par les personnes requises & un systeme
Informatique ou aux données qul sont stockées, traltées ou transmises
par un tel systeme. »

Art. 10, A Tarticle 89 du méme Code, modifié par les lols des
10 jutllet 1967 et 20 mal 1997, les mots = et 39 = sont remplacés par les
mats & 39 et 30his

Art. 8. In hetzelfde Wethoslk wordt een artikel 88fer Ingevoegd,
luidende :

« Art. 88ter: § 1. Wanneer de onderzoeksrechter een zosking beveelt
in een informaticasysteern of een deel daarvan, kan deze zoeking
worden ultgebretd naar een Informaticasysteem of een deel daarvan
dat zich op een andere plaats bevindt dan daar waar de zoeking
plaatsvindt

— Indien deze uitbreiding noodzakelljk {s om de waarheld aan het
licht te brengen ten aanzien van het misdryjf dat het voorwerp uitmaakt
van de zoekling; en

— Indten andere maatregelen disproportioneel zouden zijn, of (ndlen
er een nslco bestaat dat zonder deze ultbreiding bewdjselementen
verloren gaan.

? 2. De ultbrelding van de zoeking in een Informaticasysteem mag
zich niet verder ultstrekken dan tot de informaticasystemen of de delen
daarvan waartoe de personen die gerechtigd zijn het onderzochte
informaticasysteem te gebrutken, in het bljzonder toegang hebben.

§ 3. Inzake de door ultbrelding van de zoeking In een Informatica-
systeem aangetroffen gegevens, die nuttig zijn voor dezelfde doelein-

en als de nbeslagneming, wordt gehandeld zoals bepaald in artikel
39bis. De onderzoeksrechter brengt de werantwoordelijke wan dit
informaticasysteem op de hoogte, tenzl] dlens identitelt of woonplaats
redelljkerwijze niet achterhslslls kan warden.

Wanneer blijkt dat deze gegevens zich niet op het grondgebled van
het Rijk bevinden, worden ze enkel gekopleerd. In dat geval deelt de
onderzoeksrechter dit. via het openbaar ministerte, onverwi|ld mee aan
het ministerie van Justitie, dat de bevoegde overheld van de betrokken
Staat hiervan cc:ulp de hoogte brengt, Indlen deze redeltjkerwijze kan
worden bepaald.

§ 4. Artikel 89bis 1s van toepassing op de ultbrelding van de zoeking
in een informaticasysteem. »

Art. 9. In hetzelfde Wethoek wordt een artikel 88quater Ingevoegd,
ludende :

= Art. 88quater. § 1. De onderzoeksrechter, of in zijn opdracht een
officter van gerechtelijke politie, hulpofficler van de procureur des
Konings, kan personen van wie hlj vermoedt dat ze een bljzondere
kennis hebben van het informaticasysteem dat het voorwerp uitmaakt
van de zoeking of van diensten om gegevens die worden opgeslagen,
verwerkt of overgedragen door middel van een Informaticasysteem, te
bevelligen of te versleutelen, bevelen inlichtingen te verstrekken over
de werking ervan en over de wijze om er toegang toe te verkrl|gen, of
in een verstaanbare vorm toegang te verkrljgen tot de gegevens die
door middel daarvan worden opgeslagen, verwerkt of overgedragen.
De onderzoeksrechter vermeldt de omstandigheden elgen aan de zaak
die de maatregel wettigen in een met redenen omkleed bevelschrift dat
htf meedeelt aan de procureur des Konings.

§ 2. De onderzoeksrechter kan ledere geschilte persoon bevelen om
zelf het informaticasysteem te bedienan of de ter zake dienende
gegevens, die door middel daarvan worden opgeslagen, verwerkt of
overgedragen, naargelang het geval, te zoeken, toegankelljk te maken,
te kopléren, ontoegankelljk te maken of te verwljderen, in de door hem
gevorderde vorm. Deze' personen zijn \-'erfpllchl hteraan gevolg te
geven, voorzover dit in hun mogelijkheden lgt.

Het bevel bedoeld 1n het eerste lid kan niet worden gegeven aan de
verdachte en aan de personen bedceld In artikel 156.

§ 3. HYj die weigert de in §§1 en 2 gevorderde medewerking te
verlenen of de zoeking in het Informaticasysteem hindert, wordt
gestraft met gevangenisstraf van zes maanden tot één }J‘aa: en met
geldboete van zesentwintlg frank tot twintigdulzend frank of met een
van dle straffen alleen.

§ 4. ledere persoon die ult hoofde van zijn bediening kennis krijgt
van de maatregel of daaraan zljn medewerklng verleent, Is tot
gehetmhouding verplicht, ledere schending van het geheim wordt
gestraft overeenkomstig artitkel 458 van het Strafwetboek.

§ 5. De Staat 1s burgerrechteljk aansprakelijk voor de schade die
onopzettelifk door de gevarderdepersonan aan een Informaticasysteem
of ::Ig gegevens. dle door middel daarvan worden opgeslagen, verwerkt
of overgedragen, wordt veroorzaakt. »

Art. 10, Inartikel 89 van hetzelfde Wethoek, gew)jzigd blj de wetten
van 10 jull 1967 en 20 mel 1997, worden de woorden «en 39, »
vervanoen door de wonrden « 39 sn 396is «

-VI -
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Art. 11 A l'article 90fer, & 2, du méme Code, Inséré par la lol du
30 juln 1994 et modifié par les lois des 7 awvrll 1995, 13 awvrl 1995,
10 juln 1998 et 10 janvier 1999, sont apportées les modifications
sulvarntes :

A) le 17his est remplacé par les dispositions sulvantes :

= 17his. A larticle 2100s du méme Code;

1oter. A larticle 2590s du méme Code;

1°guater. A |'article 314bis du méme Code;

1 quinguies. Aux articles 324bis et 324ter du méme Code =;
B) 1l est inséré un 10°4s, rédlgé comme sult

= 107his. A 'article S04guater du méme Code »;

C) Il est Inséré un 13°his, rédlgé comme sult :

= 13%his. Aux articles 550bis et 550ter du méme Code. »

Art. 12, L'article 90guater du méme Code, Inséré par la lol du
30 juln 1994 et modifié par la lod du 10 juin 1998, est complété par un§ 4,
rédigd comme sult

=5 4. Le lLlﬁe d'tnstructlon peut ordonner aux personnes dont 11
présume qu'elles ont une connalssance particuliere du service de
télécommunications qui fait I'objet d"une mesure de survelllance ou des
services qul permettent de protéger ou de crypter les données qui sont
stockées, traltées ou transmises par un systéme informatique, de
fournir des informations sur le fonctionnement de ce systéme et sur la
manére d'accéder au contenu de la télécommunication qul est ou a été
transmise, dans une forme compréhensible,

Il peut ordonner aux personnes de rendre accessible le contenu de la
télécommunication, dans la forme qu'il aura demandée. Ces personnes
sont tenues d'y donner suite, dans la mesure de leurs moyens.

Celul qui refuse de fournir la collaboration ordonnée conformément
aux alinéas précédents, est punl d'un emprisonnement de skx mols & un
an et d'une amende de vingt-six francs & vingt mille francs ou d'une de
ces peines seulement.

Toute personne qui, du chef de sa fonctlon, a connalssance de la
mestre ol est appelée & y préter son concours technique, est liée parle
secret de 'instruction. Toute viclation du secret sera punie conformé-
ment a l'artlcle 458 du Code pénal. »

Art. 130 A larticle 90septies du méme Code, Inséré par la loi du
30 juin 1994 et remplacé par la lol du 10 juin 1998 11 est inséré entre le
quatrléme et le cinquiéme alinéa, un nouvel alinéa, rédigé comme sult :

= Les mnﬂ\ens approprigs sont utilisés pour garanttr I'intégrité et la
confidentialité de la communication ou de la télécommunication
enreglstrée et, dans la mesure du possible, pour réallser sa transcription
ou sa traductlon. La méme négle vaut pnurlljz conservation au greffe des
enreglstrements et de leur transcription ou de leur traduction et pour
les mentlons dans le reglstre spécial. Le Rol détermine, aprés avolr
recuellll I'avis de la Commission de la protection de la vle privée, ces
mo}l,'eens et le moment ol s remplacent la conservation sous pl scellé
ou le registre spécial prévus aux allndas 3 et 4. »

CHAPITRE IV. — Disposition modifiant fa lof du 21 mars 1991
portant réforme de certaines entreprises publiques fconomiques

Art. 14, A larticle 109ter, E, de la lol du 21 mars 1991 portant
réforme de certalnes entreprises publiques économiques, inseéré par la
lot du 21 décembra 1994, renuméroté par la lol du 19 décembre 1997 et
remplacé par la lol du 10 juin 1998, sont apportées les modifications
sulvantes :

— 1° l'alinéa 1°" du § 2 est complété comme sult:

=, ainsl que les obligations pour les opérateurs de réseaux de
télécommunications et les fournisseurs de services de télécommunica-
tlons d'enreglstrer et de conserver, pendant un certaln délal en vue de
I'investigation et de la poursulte d'infractions pénales, dans les cas a
déterminer par arrété royal délibéré en Consell des ministres et sur
%mposltlon du ministre de la Justice et du ministre qul a les
dlacommunications et les Entreprises et Participations publiques dans
ses attributions, les donndes d'appel de moyvens de télécommunications
et les données d'identification cIPthJllsaleLlrs de services de télécommu-
nicatlons. Ce délal, quine peut jamais étre inférleur 4 12 mols, ainsl que
les données d'appel et d'identification seront déterminés par arrétsé
royal délibéré en Consell des ministres et aprés avis de la Commission
pour la protection de la vie orivée.

wet van 30 junl 1994 en gewljzigd blj de wetten van 7 april
13 april 199510 juni 1998 en 10 januarl 1999, worden de volgende
wljzigingen aangebracht :

Art. 11 Inartikel 90ter. § 2, van hetzelfde Wetboek. ingevoegd blg] de
15985,

A) het 17his wordt vervangen door de volgende bepalingen

= 1 “his. Artikel 2 10bis van hetzelfde Wetboek:

1"ter. Artikel 2596s van hetzelfde Wethook;

1"quater. Artikel 314bis van hetzelfde Wetboels:

1"quinguies. Artikelen 324bis en 324ter van hetzelfde Wethoek »;
B) er wordt een 10°his Ingevoegd, luldende :

« 10°his, Artikel S0dguater van hetzelfde Wetboek =,

C) er wordt een 13°bis Ingevoegd, luldende :

= 137his. Artikelen 550kis en 550ter van hetzelfde Wetboek. »

Art. 12, In artikel 90guater van hetzelfde Wethoek, ingevoegd blj de
wet van 30 junl 1994 en gew ljzigd blj dewet van 10 junl 1998, wordt een
§ 4 toegevoegd, luldends :

«5§ 4. De onderzoeksrechter kan personen waarvan hlj vermeoedt dat
ze een bljzondere kennls hebben van de telecommumnicatiadienst
waarop de bewakingsmaatregel betrekking heeft of van diensten om
gegevens, die worden opgeslagen, verwerkt of m-'erEedragen via een
Informaticasysteem, te bevell]f,en of te versleutelen, bevelen inlichtin-
gen te verlenen over de werking ervan en over de wijze om In een
verstaanbare vorm toegang te verkrlfgen tot de inhoud van telecorm-
municatle die wordt DISIS overgebracht.

Hij kan personen bevelen om de inhoud van de telecommumnicatie
toegankelijk te maken in de door hem gevorderde worm. Deze personen
zljn verplicht hieraan gevolg te geven, voorzover dit In hun mogelijk-
heden ligt.

Hij die welgert de overeenkomstlg de vorlge leden bevolen mede-
werking te verlenen, wordt gestraft met gevangenisstraf van zes
maanden tot een jaar en met geldboete van zesentwintlg frank tot
twintigdulzend frank of met een van die straffen alleen.

ledere Eersnon dle ult hoofde van zijn bedlening kennis krijgt van de
maatregel of die ertoe wordt gercepen zjn technische medewerking te
verlenen, 1s gebonden door het ?ehej.m van het gerechtelijk onderzoek.
ledere schending van het geheim wordt gestraft oversenkomstig
artlkel 458 van het Strafwetboek. »

Art. 13, In artikel 90septies van hetzelfde Wethoek ingevoegd by de
wet van 30 junt 1994 en vervangen bij de wet van 10 juni 1998, wordt
tussen het vierde en het vijfde lld een nleuw 1id ingevoegd, luidende :

= De passende middelan worden aangewend om de Integritelt en de
vertrouwelljkheid van de opgenomen communicatie of telecommuni-
catle te waarborgen, en voor zover n]oge]l_}!l(. de overschrijving of
vertaling hlervan tot stand te brengen. Hetzelfde geldt voor de
bewarlng op de griffie van de opnamen en de owerschrijving of
vertaling hlervan en voor de vermeldingen In het bﬁmﬂder reglster, De
Koning bepaalt, na advies van de Commissle voor de bescherming van
de persoonlijke levenssfeer, deze middelen en het ogenblik waarop ze
de bewaring onder verzegelde omslag of het bljzonder register, badoeld
in het derde en het vlemge Id, vervangen. »

HOOFDSTUK IV, — Bepaling tot wijziging van de wet van 21 maart 1991
betreffende de hervorming van sommige economische overheidsbedrijven

Art. 14. Inartikel 109¢er, E, van de wet van 21 maart 1991 betreffende
de hervarming van sommige economische overheldsbedrijven. inge-
voegd bij de wet van 21 decernber 1984, hernummerd bij de wet van
18 december 1997 en vervangen bl de wetvan 10 junl 1998 worden de
volgende wijzlgingen aange%mcht :

— 1* het eerste lid van § 2 wordt aangevuld als volgt :

=, evenals de verplichtingen voor de operatoren van telecommuni-
catlenetwerken en de verstrekkers van telecommunicatiediensten om
de oproepgegevens van telecommunicatiemiddelen en de identificatie-
gegevens van gebrulkers van telecommunicatiediensten te reglstreren
en gedurende een bepaalde termin te bewaren met het oog op de
opsporlng en vervolglng van strafbare feiten, in de gevallen, te bepalen
by een koninklyjk besluit vastgesteld na overleg in de Ministerraad en
%p voorstel van de minister van Justitie en de minister bevoegd voor
clecommunicatie, Overheldsbedrijven en Participaties. Deze termijn,
dle noolt minder mag zijn dan 12 maanden, alsook de oproepgegevens
on de 1deut1ﬁcauege%wens worden bepaald bij een konmkﬁﬁ( esluit
vastgesteld na overleg in de Ministerraad en na advies van de
Commisste voor de bescherming van de persconlike levenssfeer.

- VII -
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Cette conservation Imposée aux opérateurs de réseaux de télécom-
munications et aux fournisseurs de services de télécommunications
dolt s'effectuer & 'intérleur des limites du territoire de 1'Unlon
européenne, »;

— 27 l'article 109¢er, E, est complété comme sult

«§3. Celul qui ne respecte pas les obligations prévues par le Rol en
vertu des paragraphes précédents est puni d'un emprisonnement de
trols mols 4 six mols et d'une amende de vingt-six francs & vingt
mille francs ou d'une de ces peines seulement.

§ 4. Le Rol par arrété délibéré en Consell des ministres et aprés avis
de la Commission pour la protection de la vie pmrégdpr it les
modalités et les moyens approprlés pour garantir la confidentlalité et
I'ntégrité des données d'appels et didentification visées au § 2. =

Promulguons la présente lol, ordonnons qu’elle soit revétue du Sceau
de I'Etat et publide par le Moniteur belge.

Donné a Bruxelles, le 28 novembre 2000,

ALBERT
Far le Kot :

Le Ministre de la Justice,
M. VERWILGHEN

Scellé du Sceau de 'Etat :

Lo Ministra de la Justice,
M. VERWILGHEN

Nota

(1) Sesslon 1999—2000.
Chambre des représentants.

Documents parlementaires. — Projet de lol. n® 50-213/1. — Amende-
ments n™ 50-213/2 et 50-213/3. — Rapport de la commission,
n° 50-213/4. — Texte adopté par la commission, n® 50-213/5. —
Amendements, n° 50-213/6. — Texte adopté en séance plénlére et
transmis au Sénat, n® 50-213/7.

Annales Jnr.fﬂnenmires — Discussion et adoption. Séance du
30 mars 2000,

Sénat.

Documents parlementaires, — Projet transmls par la Chambre des
représentants, n® 2-392/1. — Amendements, n” 2-392/2. — Rapport de
la commission, n” 2-392/3. — Texte adopté par la_commission,

n° 2-392/4. — Amendements, n™ 2-392/5 et 2-392/6. — Texte amendé
an saé-anﬁe pléntére et remvoyé a la Chambre des représentants,
n" 2-392/7.

Annales i%arlﬂnmmires — Discussion et adoption. Séance du 12 et
13 juillet 2000

Chambre des représentants.

Docaments parlementaires. — Projet amendé par le Sénat, n° 50-213/8.
— Amendements, n°s 80-213/9 et 50-213/10. — Rapport de la
commission, n° 50-213/11. — Texte adopté par la commisslon, n® 50-
213/12. — Texte adopté en séance plénlére et remvoyé au Sénat,
n° 50-213/13.

Annales parfementaires. — Discusslon et adoption. Séance du 26 octo-
bre 2000,

Seénat.
Documents parlementaires. — Projet amendé par la Chambre des
représentants, n® 2-392/8, — Rapport de la commission, n® 2-392/9, —

Texte adopté par la commission, n® 2-392/10. — Déciston de se ralller
au projet réamendé par la Chambre, n® 2-392/11.

Annales parfementaires. — Discussion et adoption. Séance du 16 noverm-
bre 2000,

Deze bewaringsplicht voor de operatoren van de telecommunicatie-
netwerken en de verstrekkers van de telecommunicatiadiensten moet
waorden ultgevoerd binnen de grenzen van de Europese Unle. »;

— 27 artlkel 109ter, E, wordt als volgt aangevuld

«§ 3. Hij die de verplichtingen door de Koning krachtens de vorige
paragrafen bepaald, nlet nakomt. wordt gestraft met gevangenisstraf
van drie maanden tot zes maanden en met geldboete van zesentwintlg
frank tot twintigdulzend frank of met een van die straffen alleen.

§ 4. De Koning bepaalt bij een besluit vastgesteld na overleg in de
Ministerraad en na advies van de Commissile voor de bescherming van
de persconlijke levenssfeer de modalitelten en de middelen om de
vertrouwelijkheid en de integritett van de oproep- en 1dentificatiege-
gevens bedoald in § 2 te waarborgen. »

Kondigen deze wet af, bevelen dat zo met 's Lands zegel zal worden
bekleed en door het Belgisch Staatsblad zal worden bekendgemaskt.

Cegeven te Brussel, 28 november 2000,

ALBERT
Van Koningswege :
De Minister van Justitle,
M. VERWILGHEN
Met ‘s Lands zegel gezegeld :

De Minister van Justitie,
M. VERWILGHEN

MNota

(1) Zitting 1999-2000.
Kamer van volksvertegemwoordigers.

Parlementaire bescheiden. — Wetsontwerp, nr. 50-213/1. — Amende-
menten nrs. 50-213/2 en 50-213/3. —Vemslag van de commissie,
nr. 50-213/4, —Tekst aangenomen door de commissle, nr. 50-213/5, —
Amendementen, nr. 50-213/6. — Tekst aangenomen In plenaire verga-
dering en overgezonden aan de Senaat, nr. 50-213/7.

Parlementaire handelingen. — Bespreking en aanneming. Vergadering
van 30 maart 2000.

Senaat.

Parlementaire bescheiden. — Ontwerp overgezonden door de Kamer van
volksvertegenwoordlgers, nr. 2-392[;,’1. — Amendementen,
nr. 2-392/2. — Verslag van de commissie, nr. 2-392/3. — Tekst aangenomen
door  de commissle, nr. 2-392/4. — Amendementen,
nrs. 2-392/5 en 2-392/6. — Tekst geamendeerd In plenaire \u'ergaderJ.n% ef
teruggezonden naar de Kamer van volksvertegenwoordigers, nr. 2-392/ 7.

Parlementaire handelingen. — Bespreking en aanneming. Vergaderin
van 12 en 13 jult EDDD.ng presine S .

Kamer van volksvertegemwoordigers.

Parlementaire bescheiden. — Ontwerp geamendeerd door de Senaat,
nr. 50-213/8, — Amendementen, rrs, 50-213/9 en 50-213/10. — Verslag
van de commissle, nr. 50-213/11. — Tekst aangenomen door de
commissle, nr. 50-213/12. — Tekst aangenomen In plenalre vergadering
en teruggezonden aan de Senaat, nr, 50-213/13.

Parlementaire handelingen. — Bespreking en aanneming. Vergaderin
van 26 oktober 2000. e P s & & &

Senaat.

Parlementaire bescheiden. — Ontwerp geamendeerd door de Kamer
van volksvertegenwoordigers, nr. 2-392/78. — Verslag van de commis-
sle, nr. 2-392/9. — Tekst aangenomen door de commissie, nr. 2-392/10.
— Beslissing om In te sternmen met het door de Kamer opnieuw
geamendeerd ontwerp, nr. 2-392/11.

Parlementaire handelingen. — Bespreking en aanneming. Vergadering
van 16 november 2000,
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Bijlage Il: Europese Cybercrime-Conventie
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COUNCIL  CONSEIL
OF EUROPE _ DE L'EURCPE

Evropean Treaty Series - No. 18!

CONVENTION
ON CYBERCRIME

Budapest, 23.X1.2001
Preamble
The member States of the Council of Europe and the other States signatory hereto,
Considering that the aim of the Council of Europe is to achieve a greater unity between its members;
Recognising the value of fostering co-operation with the other States parties to this Convention;

Convinced of the need to pursue, as a matter of priority, a common criminal policy aimed at the protection ol society against
cybercrime, inter alin, by adopting appropriate legislation and fﬂstering international co-operation;

Conscious of the profound changes brought about by the digitalisation, convergence and continuing globalisation of computer
networks;

Concerned by the risk that computer networks and electronic information may also be used for committing criminal offences
and that evidence relating to such offences may be stored and transferred by these networks;

Recognising the need for co-operation between States and private industry in combating cybercrime and the need to protect
legitimate interests in the use and development of information technologies;

Believing that an effective fight against cybercrime requires increased, rapid and well-functioning international co-operation in
criminal matters;

Convinced that the present Convention is necessary to deter action directed against the confidentiality, integrity and
availability of computer systems, networks and computer data as well as the misuse of such systems, networks and data by
providing for the criminalisation of such conduct, as described in this Convention, and the adoption of powers sufficient for
effectively combating such criminal offences, by facilitating their detection, investigation and prosecution at both the domestic
and international levels and by providing arrangements for fast and reliable international co-operation;

Mindful of the need to ensure a proper balance between the interests of law enforcement and respect for fundamental human
rights as enshrined in the 1950 Council of Europe Convention for the Protection of Human Rights and Fundamental Freedoms,
the 1966 United Nations International Covenant on Civil and Political Rights and other applicable international human rights
treaties, which reaffirm the right of everyone to hold opinions without interference, as well as the right to freedom of
expression, including the freedom to seek, receive, and impart information and ideas of all kinds, regardless of frontiers, and
the rights concerning the respect for privacy;

Mindful also of the right to the protection of personal data, as conferred, for example, by the 1981 Council of Europe
Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data;

Considering the 1989 United Nations Convention on the Rights of the Child and the 1999 International Labour Organization
Worst Forms of Child Labour Convention;

Taking into account the existing Council of Europe conventions on co-operation in the penal field, as well as similar treaties
which exist between Council of Eu rope member States and other States, and stressing that the present Convention is intended
to supplement those conventions in order to make criminal investigations and proceedings concerning criminal offences
related to computer systems and data more effective and to enable the collection of evidence in electronic form of a criminal
offence;

Welcoming recent developments which further advance international understanding and co-operation in combating
cybercrime, including action taken by the United Nations, the OECD, the European Union and the G8;

Recalling Committee of Ministers Recommendations No. R (83) 10 concerning, the practical application of the European
Convention on Mutual Assistance in Criminal Matters in respect of letters rogatory for the interception of telecommunications,
No. R (88) 2 on piracy in the field of copyright and neighbouring rights, No. R (87) 15 regulating the use of personal data in the
police sector, No. R(95) 4 on the protection of personal data in the area of telecommunication services, with particular reference
to telephone services, as well as No. R (89) 9 on computer-related crime providing guidelines for national legislatures



Cybercrime: analyse en evaluatie van Belgische regelgeving m

concerning, the definition of certain computer crimes and No. R (95) 13 concerning problems of criminal procedural law
connected with information technology;

Having regard to Resolution No. 1 adopted by the European Ministers of Justice at their 21st Conference {(Prague, 10 and 11
June 1997), which recommended that the Committee of Ministers support the work on cybercrime carried out by the European
Committee on Crime Problems (CDPC) in order to bring domestic criminal law provisions closer to each other and enable the
use of effective means of investigation into such offences, as well as to Resolution No. 3 adopted at the 23rd Conference of the
European Ministers of Justice (London, 8 and 9 June 2000), which encouraged the negotiating parties to pursue their efforts
with a view to finding appropriate solutions to enable the largest possible number of States to become parties to the
Convention and acknowledged the need for a swift and efficient system of international co-operation, which duly takes into
account the specific requirements of the fight against cvbercrime;

Having also regard to the Action Plan adopted by the Heads of State and Government of the Council of Europe on the occasion
af their Second Summit (Strasbourg, 10 and 11 Octeber 1997), to seek commaon responses to the development of the new
information technologies based on the standards and values of the Council of Europe;

Have agreed as follows:
Chapter I - Use of terms

Article 1 - Definitions
For the purposes of this Convention:

a “computer system” means any device or a group of interconnected or related devices, one or more of which, pursuant
to a program, performs automatic processing of data;
[&] “computer data” means any representation of facts, information or concepts in a torm suitable for processing in a

computer system, including a program suitable to cause a computer system to perform a function;
C “service provider” means:
i any public or private entity that provides to users of its service the ability to communicate by means of a
computer system, and
il any other entity that processes or stores computer data on behalf of such communication service or users of
such service;
d “traffic data” means any computer data relating to a communication by means of a computer system, generated by a
computer system that formed a part in the chain of communication, indicating the communication’s origin, destination, route,
time, date, size, duration, or type of underlying service.

Chapter II - Measures to be taken at the national level
Section 1 - Substantive criminal law

Title 1 - EJ_'fIi'Jr.-'r'.-. against Hie .-':uﬂi.:h'rrfr’.r.'r’fy. integriby and availabilify
of computer data aud systems

Article 2 - Illegal access

Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its
domestic law, when committed intentionally, the access to the whaole or any part of a computer system without right. A Party
may require that the offence be committed by lnfnnfnw security measures, with the intent of obtaining computer ddtd or other
d.hh[?l'l&";t intent, or in relation to a computer system that is connected to another compuler system.

Article 3 - Illegal interception

Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its
domestic law, when committed intentionally, the interception without right, made by technical means, of non-public
transmissions of computer data to, from or within a cmnputi-'r system, includi ing elec tﬂJl‘l'Idfl.'Lr"tlE emissions from a computer
system carryving such computer data. A Party may require that the offence be committed with dishonest intent, or in relation to
a computer system that is connected to another computer system.

Article 4 - Data interference

1 Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under
its domestic law, when committed intentionally, the damaging, deletion, deferioration, alteration or suppression of computer
data without right.

2 A Party may reserve the right to require that the conduct described in paragraph 1 result in serious harm.
Article 5 - System interference
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its

domestic law, when committed intentionally, the serious hindering without right of the functioning of a computer system by
inputting, transmitting, damaging, deleting, deteriorating, altering or suppressing computer data.
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Article 6 - Misuse of devices
1 Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under
its domestic law, when committed intentionally and without right:
a the production, sale, procurement for use, impaort, distribution or otherwise making available of:
i a device, including a computer program, designed or adapted primarily for the purpose of committing any of the
offences established in accordance with the above Articles 2 through 5;
ii a computer password, access code, or similar data by which the whole or any part of a com puter system is capable of
being accessed,
with intent that it be used for the purpose of committing anv of the offences established in Articles 2 through 5; and
b the possession of an item referred to in paragraphs a.i or ii above, with intent that it be used for the purpose of

committing any of the offences established in Articles 2 through 5. A Party may require by law that a number of such items be
possessed before criminal liability attaches.

2 This article shall not be interpreted as imposing, criminal liability where the production, sale, procurement for use,
import, distribution or otherwise making available or possession referred to in paragraph 1 of this article is not tor the purpose
of committing an offence established in accordance with Articles 2 through 5 of this Convention, such as for the authorised
l'&':stiﬂg or prurﬂ'tiun of a computer system.

3 Each Party may reserve the right not to apply paragraph 1 of this article, provided that the reservation does not
concern the sale, distribution or otherwise making available of the items referred to in paragraph 1 a.ii of this article.

Title 2 - Computer-related offences

Article 7 - Computer-related forgery

Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its
domestic law, when committed intentionally and without right, the input, alteration, deletion, or suppression of computer
data, resulting in inauthentic data with the intent that it be considered or acted upon for legal purposes as it it were authentic,
regardless whether or not the data is directly readable and intelligible. A Party may require an intent to defraud, or similar
dishonest intent, before criminal liability attaches,

Article § - Computer-related fraud
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its
domestic law, when committed intentionally and without right, the causing of a loss of property to another person by:

a any input, alteration, deletion or suppression of computer data;
b any interference with the functioning of a computer system,
with fraudulent or dishonest intent of procuring, without right, an economic benefit for oneself or for another person,

Title 3 - Confent-related offences
Article 9 - Offences related to child pornography

1 Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under
its domestic law, when committed intentionally and without right, the following conduct:

a producing child pornography for the purpose of its distribution through a computer system;

b offering or making available child pornography through a computer system;

¢ distributing, or transmitting child pornography through a computer system;

d procuring child pornography through a computer system for oneself or for another person;

e possessing child pornography in a computer system or on a computer-data storage medium.

2 For the purpose of paragraph 1 above, the term “child pornography” shall include pornographic material that visually
depicts:

a a minor engaged in sexually explicit conduct;

b a person appearing to be a minor engaged in sexually explicit conduct;

¢ realistic images representing a minor engaged in sexually explicit conduct.

3 For the purpose of paragraph 2 above, the term “minor” shall include all persons under 18 years of age. A Party may,

however, require a lower age-limit, which shall be not less than 16 vears.

4 Each Party may reserve the right not to apply, in whole or in part, paragraphs 1, sub-paragraphs d. and e, and 2, sub-
paragraphs b, and ¢.
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Title 4 - Offences velnted o infringements of copyright and related rights

Article 10 - Offences related to infringements of copyright and related rights

1 Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under
its domestic law the infringement of copyright, as defined under the law of that Party, pursuant to the obligations it has
undertaken under the Paris Act of 24 July 1971 revising the Bern Convention for the Protection of Literary and Artistic Works,
the Agreement on Trade-Related Aspects of Intellectual Property Rights and the WIPO Copyright Treaty, with the exception of
any mmdl rights conferred by such conventions, where such acts are committed wilfully, on a commercial scale and by means
of a compulter system.

2 Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under
its domestic law the infringement of related rights, as defined under the law of that Party, pursuant to the obligations it has
undertaken under the ]l‘ll!—'rl‘ldl’lt)l‘ldl Convention for the Protection of Performers, Producers of Phonograms and Broadcasting
Organisations (Rome Convention), the Agreement on Trade-Related Aspects of Intellectual Property Rights and the WIPO
Performances and Phonograms Treaty, with the exception of any moral rights conferred by such conventions, where such acts
are committed wilfully, on a commercial scale and by means of a computer system.

3 A Party may reserve the right not to impose criminal liability under paragraphs 1 and 2 of this article in limited
circumstances, provided that other effective remedies are available and that such reservation does not derogate from the
Party's international obligations set forth in the international instruments referred to in paragraphs 1 and 2 of this article.

Title 5 = Ancillary linbility and sanctions

Article 11 - Attempt and aiding or abetting

1 Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under
its domestic Idw, when committed intentionally, aiding or abetting the commission of any of the offences established in
accordance with Articles 2 through 10 of the present Convention with intent that such offence be committed.

2 Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under
its domestic law, when committed intentionally, an attempt to commit any of the offences established in accordance with
icles 3 through 5, 7, 8 and 9.1.a and ¢. of this Convention.

3 Each Party may reserve the right not to apply, in whole or in part, paragraph 2 of this article.

Article 12 - Corporate liability

1 Each Party shall adopt such legislative and other measures as may be necessary to ensure that legal persons can be held
liable for a criminal offence established in accordance with this Conv ention, committed for their benefit 11\' any natural person,
acting either individually or as part of an ergan of the legal person, who has a leading position within it, based on:

a a power af representation of the legal person;

b an authority to take decisions on behalf of the legal person;

¢ an authority to exercise control within the legal person,

2 In addition to the cases already provided for in paragraph 1 of this article, each Party shall take the measures necessary

to ensure that a legal person can be held liable where the lack of supervision or control by a natural person referred to in
paragraph 1 has made possible the commission of a criminal offence established in accordance with this Convention for the
benefit of that legal person by a natural person acting under its authority.

3 Subject to the legal principles of the Party, the liability of a legal person may be criminal, civil or administrative.

4 Such lability shall be without prejudice to the criminal lability of the natural persons who have committed the offence.
Article 13 - Sanctions and measures

1 Each Party shall adopt such legislative and other measures as may be necessary to ensure that the criminal offences

established in accordance with Articles 2 through 11 are punishable by effective, proportionate and dissuasive sanctions, which
include deprivation of liberty,

2 Each Party shall ensure that legal persons held liable in accordance with Article 12 shall be subject to effective,
proportionate and dissuasive criminal or non-criminal sanctions or measures, including monetary sanctions.

Section 2 - Procedural law
Title T = Comnon provisions
Article 14 - Scope of procedural provisions
1 Each Party shall adopt such legislative and other measures as may be necessary to establish the powers and procedures

provided for in this section for the purpose of specific criminal investigations or proceedings.

2 Except as specifically provided otherwise in Article 21, each Party shall apply the powers and procedures referred to in
plas s Yi ) PP 3 b
paragraph 1 of this article to:
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a the criminal offences established in accordance with Articles 2 through 11 of this Convention;
[&] other criminal offences committed by means of a computer system; and
C the collection of evidence in electronic form of a criminal offence.
3
a Each Party may reserve the right to apply the measures referred to in Article 20 only to offences or categories of

affences specified in the reservation, provided that the range of such offences or categories of offences is not more restricted
than the range of offences to which it applies the measures referred to in Article 21. Each Party shall consider restricting such a
reservation to enable the broadest application of the measure referred to in Article 20,

[&] Where a Party, due to limitations in its legislation in force at the time of the adoption of the present Convention, is not
able to apply the measures referred to in Articles 20 and 21 to communications being transmitted within a computer system of
aservice provider, which system:

i is being operated for the benefit of a closed group of users, and
ii does not employ public communications networks and is not connected with another computer
system, whether public or private,

that Party may reserve the right not to apply these measures to such communications. Each Party shall consider restricting such
a reservation to enable the broadest application of the measures referred to in Articles 20 and 21.

Article 15 - Conditions and ﬁafeguard:-i

1 Each Party shall ensure that the establishment, implementation and application of the powers and procedures
provided for in this Section are subject to conditions and .'idf&'gudrdﬁ provided for under its domestic law, which shall provide
for the adequate protection of human rights and liberties, including rights arising pursuant to obligations it has undertaken
under the 1950 Council of Europe Convention for the Protection of Human Rights and Fundamental Freedoms, the 1966 United
MNations International Covenant on Civil and Political Rights, and other applicable international human rights instruments, and
which shall incorporate the principle of proportionality.

2 Such conditions and snfegu:lrds shall, as appropriate in view of the nature of the procedure or power concerned, infer
alig, include judicial or other independent supervision, grounds justifving application, and limitation of the scope and the
duration of such power or procedure.

3 To the extent that it is consistent with the public interest, in particular the sound administration of justice, each Party
shall consider the impact of the powers and procedures in this section upon the rights, responsibilities and legitimate interests
of third parties.

Title 2 - Expedited preseroation of stoved computer data

Article 16 - Expedited preservation of stored computer data

1 Each Party shall adopt such legislative and other measures as may be necessary to enable its competent authorities to
arder or similarly obtain the expedll‘mus preservation of specified computer data, inc Iudmf traffic data, that has been stored by
means of a computer system, in particular where there are grounds to believe that the computer data is particularly v ulnerable
to loss or modification.

2 Where a Party gives effect to paragraph 1 above by means of an order to a person to preserve specified stored
computer data in the person’s possession or control, the Party shall adopt such legislative and other measures as mayv be

¥

necessary to oblige that person to preserve and maintain the integrity of that computer data for a period of time as long as

necessary, up to a maximum of ninety days, to enable the competent authorities to seek its disclosure. A Party may provide for
such an order to be subsequently renewed.

3 Each Party shall adopt such legislative and other measures as may be necessary to oblige the custodian or other person
who is to preserve the computer data to keep confidential the under ldL]ng of such procedures for the period of time provided
for by its domestic law.

4 The powers and procedures referred to in this article shall be subject to Articles 14 and 15.

Article 17 - Expedited preservation and partial disclosure of traffic data
1 Each Party shall adopt, in respect of traffic data that is to be preserved under Article 16, such leg

ative and other
measures as may be necessary to:

a ensure that such expeditious preservation of traffic data is available regardless of whether one or more service
sroviders were involved in the transmission of that communication; and
T

[&] ensure the expeditious disclosure to the Party’s competent authority, or a person designated by that authority, of a
sufficient amount of traffic data to enable the Party to identify the service providers and the path through which the

communication was transmitted.

2 The powers and procedures referred to in this article shall be subject to Articles 14 and 15.
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Title 3 = Production order

Article 18 - Production order
1 Each Party shall adopt such legislative and other measures as may be necessary to empower its competent authorities
to order:

a a person in its territory to submit specified computer data in that person’s possession or control, which is stored in a
computer system or a computer-data storage medium; and
b a service provider offering its services in the territory of the Party to submit subscriber information relating to such

services in that service provider's possession or control.
2 The powers and procedures referred to in this article shall be subject to Articles 14 and 15
3 For the purpose of this article, the term “subscriber information” means any information contained in the form of

computer data or any other form that is held by a service provider, relating to subscribers of its services other than traffic or
content data and by which can be established:

a the by pe of communication service used, the technical provisions taken thereto and the period of service;

[&] the subscriber’s identity, postal or geographic address, telephone and other access number, billing and payment
information, available on the basis of the service agreement or arrangement;

s any other information on the site of the installation of communication equipment, available on the basis of the service

agreement or arrangement.
Title 4 = Search and seizire of stoved computer dita

Article 19 - Search and seizure of stored computer data
1 Each Party shall adopt such legislative and other measures as may be necessary to empower its competent authorities
to search or similarly access:

a acomputer system or part of it and computer data stored therein; and
b a computer-data storage medium in which computer data may be stored

in its territory.

2 Each Party shall adopt such legislative and other measures as may be necessary to ensure that where its authorities
search or ‘3LITLL|dr|.\ access a specific computer system or part of it, pursuant to pdrdgrdph La, and have grounds to believe that
the data sought is stored in another com puter system or part of it in its territory, and such data is detull'. accessible from or
available to the initial system, the authorities shall be able to expeditiously extend the search or similar accessing to the other
system.

3 Each Party shall adopt such legislative and other measures as may be necessary to empower its competent authorities
to seize or similarly secure computer data accessed according to paragraphs 1 or Z These measures shall include the power to:

a seize or similarly secure a computer system or part of it or a computer-data storage medium;

b make and retain a copy of those computer data;

C maintain the integrity of the relevant stored computer data;

d render inaccessible or remove those computer data in the accessed computer system.

4 Each Party shall adopt such legislative and other measures as may be necessary to empower its competent authorities

to order any person who has knowledge about the functioning of the computer system or measures applied to protect the
computer data therein to provide, as is reasonable, the necessary information, to enable the undertaking of the measures
referred to in paragraphs 1 and 2.

5 The powers and procedures referred to in this article shall be subject to Articles 14 and 15

Title 5 = Real-time collection r:'lf'.-'mrrp.'m'r':mm

Article 20 - Real-time collection of traffic data

1 Each Party shall adopt such legislative and other measures as may be necessary to empower its competent authorities
LS

a collect or record through the application of technical means on the territory of that Party, and

b compel a service provider, within its existing technical capability:

to collect or record through the application of technical means on the territory of that Party; or
to co-operate and assist the competent authorities in the collection or recording of,

traffic data, in real-time, associated with specified communications in its territory transmitted by means of a computer system.
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2 Where a Party, due to the established principles of its domestic legal system, cannot adopt the measures referred to in
paragraph La, it may instead adopt legislative and other measures as may be necessary to ensure the real-time collection or
recording of traffic data associated H.Il'h specified communications transmitted in its territory, through the application of
technical means on that territory.

3 Each TParty shall adopt such legislative and other measures as mav be necessary to oblige a service provider to keep
confidential the fact of the execution of any power provided for in this article and any information relating to it.

4 The powers and procedures referred to in this article shall be subject to Articles 14 and 15
Article 21 - Interception of content data
1 Each Party shall adopt such legislative and other measures as mayv be necessary, in relation to a range of serious

offences to be determined by domestic law, to empower its competent authorities to:

a collect or record through the application of technical means on the territory of that Party, and
b compel a service provider, within its existing technical capability:

i to collect or record through the application of technical means on the territory of that Party, or
ii to co-operate and assist the competent authorities in the collection or recording of,

content data, in real-time, of specified communications in its territory transmitted by means of a computer system.

2 Where a Party, due to the established principles of its domestic legal system, cannot adopt the measures referred to in
paragraph La, it may instead adopt legislative and other measures as may be necessary to ensure the real-time collection or
recording of content data on s.pﬂlf]ﬂl communications in its territory thmugh the ,||1|3111.-1tmn of technical means on that
territory.,

3 Each Party shall adopt such legislative and other measures as mayv be necessary to oblige a service provider to keep
confidential the fact of the execution of any power provided for in this article and any information relating, to it.

4 The powers and procedures referred to in this article shall be subject to Articles 14 and 15
Section 3 - Jurisdiction
Article 22 - Jurisdiction

1 Each Party shall adopt such legislative and other measures as may be necessary to establish jurisdiction over any
offence established in accordance with Articles 2 through 11 of this Convention, when the offence is committed:

a in its territory; or

b on board a ship flving the flag of that Party; or

¢ on board an aircraft registered under the laws of that Party; or

d by one of its nationals, if the offence is punishable under criminal law where it was committed or if the offence is

committed outside the territorial jurisdiction of any State.

2 Each Party may reserve the right not to apply or to apply only in spec
down in paragraphs 1.b through 1.d of this article or any part thereof.

3 Each Party shall adopt such measures as mayv be necessary to establish jurisdiction over the offences referred to in
Article 24, paragraph 1, of this Convention, in cases where an alleged offender is present in its territory and it does not
extradite him or her to another Party, solely on the basis of his or her nationality, after a rt-q uest tor extradition,

4 This Convention does not exclude any criminal jurisdiction exercised h\' a Party in accordance with its domestic law.

3 When more than one Party claims ]urhtlu tion over an alleged offence established in accordance with this Conv ention,
the Parties involved shall, where appropriate, consult with a view to determining the most appropriate jurisdiction for
prosecution.

ic cases or conditions the jurisdiction rules laid

Chapter III = International co-operation
Section 1 - General principles
Tille 1 = General principles relating to internabional co-operation

Article 23 - General principles relating to international co-operation

The Parties shall co-operate with each other, in accordance with the provisions of this chapter, and through the application of
relevant international instruments on international co-operation in criminal matters, arrangements agreed on the basis of
uniform or reciprocal legislation, and domestic laws, to the widest extent possible for the purposes of investigations or
proceedings concerning criminal offences related to computer systems and data, or for the collection of evidence in electronic
form of a criminal offence,

Title 2 = Principles relating to extradition
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Article 24 - Extradition

1 a This article applies to extradition between Parties for the criminal offences established in accordance with
Articles 2 through 11 of this Convention, provided that they are punishable under the laws of both Parties concerned by
deprivation of liberty for a maximum period of at least one vear, or by a more severe penalty.

b Where a different minimum penalty is to be applied under an arrangement agreed on the basis of uniform or
reciprocal legislation or an extradition treaty, including the European Convention on Extradition (ETS No. 24), applicable
between two or more parties, the minimum penalty provided for under such arrangement or treaty shall apply.

2 The criminal offences described in paragraph 1 of this article shall be deemed to be included as extraditable offences in
any extradition treaty existing between or among the Parties. The Parties undertake to include such offences as extraditable
offences in any extradition treaty to be concluded thwe't'n or among them,

3 It a Party that makes extradition conditional on the existence of a treaty receives a request for extradition from
another Party with w hu h it does not have an extradition treaty, it may consider this Convention as the legal basis for
extradition with respect to any criminal offence referred to in p:lrd}_"rdph 1 of this article.

4 Parties that do not make extradition conditional on the existence of a treaty shall recognise the criminal
affences referred to in paragraph 1 of this article as extraditable offences between themselves.
B Extradition shall be subject to the conditions provided for by the law of the requested Party or by applicable extradition
treaties, including the grounds on which the requested Party may refuse extradition.

6 If extradition for a criminal offence referred to in paragraph 1 of this article is refused solely on the basis of the
nationality of the person sought, or because the requested Party deems that it has jurisdiction over the ufh—*me the requested
Party th" submit the case at the request of the n-*qu:-"\hng Pdrt\' to its competent authorities for the purpose of prosecution and
Nh:l" r&'purr the final outcome to the requesting Farty in due course. Those authorities shall take their decision and conduct
their investigations and proceedings in the same manner as for any other offence of a comparable nature under the law of that
Party.

7 a Each Party shall, at the time of signature or when depositing its instrument of ratification, acceptance, approval
or accession, communicate to the Secretary General of the Council of Eu rope the name and address of each authority
responsible for making or receiving requests for extradition or provisional arrest in the absence of a treaty.

4] The Secretary General of the Council of Europe shall set up and keep updated a register of authorities so
designated by the Parties. Each Party shall ensure that the details held on the register are correct at all times.

Title 3 = General principles relating to nndval assistance

Article 25 - General principles relating to mutual assistance

1 The Parties shall afford one another mutual assistance to the widest extent possible for the purpose of investigations or
proceedings concerning criminal offences related to computer systems and data, or for the collection of evidence in electronic
form of a criminal offence.

2 Each Party shall also adopt such legislative and other measures as may be necessary to carry out the obligations set
forth in Articles 27 through 35.

3 Each Party may, in urgent circumstances, make requests for mutual assistance or communications related thereto by
expedited means of communication, including fax or e-mail, to the extent that such means provide appropriate levels of
security and authentication (including the use of encryption, where necessary), with formal confirmation to follow, where
required by the requested Party. The requested Party shall accept and respond to the request by any such expedited means of
communication,

4 Except as otherwise specifically provided in articles in this chapter, mutuoal assistance shall be subject to the conditions
provided for by the law of the requested Party or by applicable mutual assistance treaties, including the grounds on which the
requested Party may refuse co-operation. The requested Farty shall not exercise the right to refuse mutual assistance in relation
to the offences referred to in Articles 2 through 11 solelv on the ground that the request concerns an offence which it considers
a fiscal offence.

5 Where, in accordance with the provisions of this chapter, the requested Party is permitted to make mutual assistance
conditional upon the existence of dual eriminality, that condition shall be deemed fulfilled, irrespective of whether its laws
place the offence within the same category of offence or denominate the offence by the same terminology as the requesting
Party, if the conduct underlying the offence for which assistance is sought is a cri I'l11|'l:l| offence under its laws,

Article 26 - Spontaneous information

1 A Party may, within the limits of its domestic law and without prior request, forward to another Party information
abtained within the framework of its own investigations when it considers that the disclosure of such information might assist
the receiving Party in initiating or carrving out investigations or proceedings concerning criminal offences established in
accordance with this Convention or might lead to a request for co-operation by that Party under this chapter.
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2 Prior to providing such information, the providing Party may request that it be kept confidential or only used subject
to conditions. It the receiving Party cannot comply with such request, it shall notify the providing Party, which shall then
determine whether the information should nevertheless be provided. If the recei ing Party accepts the information subject to
the conditions, it shall be bound by them.

Title 4 = Procedures pertaining to nudnal assistince requests
i the ahsence of applicable international agreements

Article 27 - Procedures pertaining to mutual assistance requests in the absence of applicable international agreements

1 Where there is no mutoal assistance treaty or arrangement on the basis of uniform or reciprocal legislation in force
between the requesting and requested Parties, the provisions of paragraphs 2 through 9 of this article shall apply. The
provisions of this article shall not apply where such treaty, arrangement or legislation exists, unless the Parties concerned agree
to apply any or all of the remainder of this article in lieu thereof,

2 a Each Party shall designate a central authority or authorities responsible for sending and answering requests for
mutuoal assistance, the execution of such requests or their transmission to the authorities competent for their execution.

b The central authorities shall communicate directly with each other;

IS Each Party shall, at the time af signature or when depositing its instrument of ratification, acceptance, approval

or accession, communicate to the Secretary General of the Council of Europe the names and addresses of the authorities
designated in pursuance of this paragraph;

d The Secretary General of the Council of Europe shall set up and keep updated a register of central authorities
designated by the Parties. Fach Party shall ensure that the details held on the register are correct at all times.

3 Mutual assistance requests under this article shall be executed in accordance with the procedures .=i|1t'a'ifii-'-.i by the
requesting Party, except where incompatible with the law of the requested Party.

4 The requested Party may, in addition to the grounds for refusal established in Article 25, paragraph 4, refuse assistance
it:

a the request concerns an offence which the requested Party considers a political offence oran  offence
connected with a political offence, or

b it considers that execution of the request is likely to prejudice its sovereignty, security, ordre public or ather

essential interests.
5 The requested Party may postpone action on a request it such action would prejudice criminal investigations or
proceedings conducted by its authorities.

6 Before refusing or postponing assistance, the requested Party shall, where appropriate after having consulted with the
requesting Party, consider whether the request may be granted partially or subject to such conditions as it deems necessary.

7 The requested Party shall promptly inform the requesting Party of the outcome of the execution of a request for
a ance. Reasons shall be given for any refusal or postponement of the request. The requested Party shall also inform the
requesting Party of any reasons that render impossible the execution of the request or are likely to delay it significantly.

g The requesting Parby may request that the requested Party keep confidential the fact of any request made under this
chapter as well as its '\Lll‘l]t'{l except to the extent necessary for its execution. If the requested Fd]t\ cannot comply with the
request for confidentiality, it shall promptly inform the requesting Party, which shall then determine whether the request
should nevertheless be executed,

9 a In the event of urgency, requests for mutual assistance or communications related thereto mav be sent directly
by judicial authorities of the requesting Party to such authorities of the requested Party. In any such cases, a copy shall be sent
at the same time to the central authority of the requested Party through the central dulhnrlh. of the requesting Part

§] Any request or communication under this pdrdgmph may be made through the International Criminal Police
Organisation (Inter pnl}_
¢ Where a request is made pursuant to sub-paragraph a. of this article and the authority is not competent to deal

with the request, it shall refer the request to the competent national authority and inform directlv the requesting Party that it
has done so.

d Requests or communications made under this paragraph that do not involve coercive action may be direc
transmitted by the competent authorities of the requesting Party to the competent authorities of the requested Party.

@ Each Party may, at the time of signature or when depositing its instrument of ratification, acceptance, approval
or accession, inform the Secretary General of the Council of Europe that, for reasons of efficiency, requests made under this
paragraph are to be addressed to its central authority.

Article 28 - Confidentiality and limitation on use

1 When there is no mutual assistance treaty or arrangement on the basis of uniform or reciprocal legislation in force
between the requesting and the requested Parties, the provisions of this article shall apply. The provisions of this article shall
not apply where such treaty, arrangement or legislation exists, unless the Parties concerned agree to apply any or all of the
remainder of this article in lieu thereof.

2 The requested Party may make the supply of information or material in response to a request dependent on the
condition that it is:
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a kept confidential where the request for mutual legal assistance could not be complied with in the absence of
such condition, or
5] not used for investigations or proceedings other than those stated in the request.
3 If the requesting Party cannot comply with a condition referred to in paragraph 2, it shall promptly inform the other

Party, which shall then determine whether the information should nevertheless be provided. When the requesting Party
accepts the condition, it shall be bound by it.

4 Any Party that supplies information or material subject to a condition referred to in paragraph 2 may require the other
Party to Pkl'lldll'l, in relation to that condition, the use made of such information or material.

Section 2 - Specific provisions
Title 1 = Mutual assishance vegarding provisional measures
Article 29 - Expedited preservation of stored computer data
1 A Party may request another Party to order or otherwise obtain the expeditious preservation of data stored by means

of a computer system, located within the territory of that other Party and in respect of which the requesting Party intends to
submit a request for mutual assistance for the search or similar access, seizure or similar securing, or disclosure of the data.

2 A request for preservation made under paragraph 1 shall specify:

a the authority seeking the preservation;

b the offence that is the subject of a criminal investigation or proceedings and a brief summary of the related facts;

& the stored computer data to be preserved and its relationship to the offence;

d any available information identif\'ing the custodian of the stored computer data or the location of the computer system;
@ the ne essity of the preservation; and

f that the Pcuh intends to submit a request for mutual assistance for the search or similar access, seizure or similar

securing, or disc losure of the stored computer data.

3 Upon receiving the request from another Party, the requested Party shall take all appropriate measures to preserve
expeditiously the specified data in accordance with its domestic law. For the purposes of responding to a request, dual
criminality shall not be required as a condition to providing such preservation.

4 A Party that requires dual criminality as a condition for responding to a request for mutual assistance for the search or
similar access, seizure or similar securing, or disclosure of stored data may, in respect of offences other than those established
in accordance with Articles 2 through 11 of this Convention, reserve the right to refuse the request for preservation under this
article in cases where it has reasons to believe that at the time of disclosure the condition of dual criminality cannot be fulfilled,

5 In addition, a request for preservation may only be refused if:

a the request concerns an offence which the requested Party considers a political offence or an offence connected with a
political offence, or

&) the requested Party considers that execution of the request is likely to prejudice its sovereignty, security, ordre public or

other essential interests.

6 Where the requested Party believes that preservation will not ensure the future availability of the data or will threaten
the confidentiality of or otherwise prejudice the requesting Party’s investigation, it shall pmmpth’ so inform the requesting
Party, which shall then determine whether the request should nevertheless be executed.

7 Any preservation effected in response to the request referred to in paragraph 1 shall be for a period not less than sixty
days, in order to enable the requesting Party to submit a request for the search or similar access, seizure or similar securing, or
disclosure of the data. Following the receipt of such a request, the data shall continue to be preserved pending a decision on
that request.

Article 30 - Expedited disclosure of preserved traffic data

1 Where, in the course of the execution of a request made pursuant to Article 29 to preserve traffic data concerning a
specitic communication, the requested Party discovers that a service provider in another State was involved in the transmission
af the communication, the requested Party shall expeditiously disclose to the requesting Party a sufficient amount of traffic
data to identify that service provider and the path through which the communication was transmitted.

2 Disclosure of traffic data under paragraph 1 may only be withheld if:

a the request concerns an offence which the requested Party considers a political offence or an offence connected with a
political offence; or

[&] the requested Party considers that execution of the request is likely to prejudice its sovereignty, security, ordre public or

other essential interests.
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Tille 2 = Mukbual assistonce regavding inveshgabioe powers
Article 31 - Mutual assistance regarding accessing of stored computer data
1 A Party may request another Party to search or similarly access, seize or similarly secure, and disclose data stored by

means of a computer system located within the territory of the requested Party, includi ing data that has been pr eserved
pursuant to Article 29

2 The lc-'quc-'sti-'d Party shall respond to the request through the dppll: ation of international instruments, arrangements
and laws referred to in Article 23, and in accordance with other relevant provisions of this chapter.

3 The request shall be responded to on an expedited basis where:

a there are grounds to believe that relevant data is particularly vulnerable to loss or modification; or

b the instruments, arrangements and laws referred to in paragraph 2 otherwise provide for expedited co-operation.
Article 32 - Trans-border access to stored computer data with consent or where publicly available

A Party may, without the authorisation of another Party:

a access publicly available (open source) stored computer data, regardless of where the data is located geographically; or
b access or receive, through a computer system in its territory, stored computer data located in another Party, if the Party
abtains the lawful and \(}ll.ll'ltdr\ consent of the person who has the lawful authority to disclose the data to the Party thr nugh
that com puter system.

Article 33 - Mutual assistance in the real-time collection of traffic data

1 The Parties shall pl'm-'idi-' mutual assistance to each other in the real-time collection of traftic data associated with
specified communications in their territory transmitted by means of a computer system. Subject to the provisions of paragraph
2, this assistance shall be governed by the conditions and procedures provided for under domestic law.

2 Each Party shall provide such assistance at least with respect to criminal offences for which real-time collection of
traffic data would be available in a similar domestic case,

Article 34 - Mutual assistance regarding the interception of content data

The Parties shall provide mutual assistance to each other in the real-time collection or recording of content data of N-].M'ifi&'(i
communications transmitted by means of a computer system to the extent permitted under their applicable treaties and
domestic laws,

Title 3 = 24/7 Network

Article 35 - 24/7 Network

1 Each Party shall designate a point of contact available on a twenty-four hour, seven-dav-a-week basis, in order to
ensure the provision of immediate assistance for the purpose of investigations or proceedings concerning criminal offences
related to computer systems and data, or for the collection of evidence in electronic form of a criminal offence. Such assistance
shall include facilitating, or, if permitted by its domestic law and practice, directly carrying out the following measures:

a the provision of technical advice;
b the preservation of data pursuant to Articles 29 and 30;
C the collection of evidence, the provision of legal information, and locating of suspects.
2 a A Party’s point of contact shall have the capacity to carry out communications with the point of contact of
another Party on an expedited basis.
[&] If the point of contact designated by a Party is not part of that Party’s authority or authorities responsible for

international mutual assistance or extradition, the point of contact shall ensure that it is able to co-ordinate with such authority
or authorities on an expedited basis.

3 Each Party shall ensure that trained and equipped personnel are available, in order to facilitate the operation of the
network.

Chapter IV - Final provisions
Article 36 - Signature and entry into force
1 This Convention shall be open for signature by the member States of the Council of Europe and by non-member States

which have participated in its elaboration.

2 This Convention is subject to ratification, acceptance or approval. Instruments of ratification, acceptance or approval
shall be deposited with the Secretary General of the Council of Europe.

3 This Convention shall enter into force on the first day of the month following the expiration of a period of three months

after the date on which five States, including at least three member States of the Council of Europe, have expressed their
consent to be bound by the Convention in accordance with the provisions of paragraphs 1and 2,
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4 In respect of any signatory State which subsequently expresses its consent to be bound by it, the Convention shall enter
into force on the first day of the month following the expiration of a period of three months after the date of the expression of
its consent to be bound by the Convention in accordance with the provisions of paragraphs 1 and 2.

Avrticle 37 - Accession to the Convention

1 After the entry into force of this Convention, the Committee of Ministers of the Council of Europe, after consulting with
and obtaining the unanimous consent of the Contracting States to the Convention, may invite any State which is not a member
of the Council and which has not participated in its elaboration to accede to this Convention. The decision shall be taken by the
majority provided for in Article 20.d. of the Statute of the Council of Europe and by the unanimous vote of the representatives
af the Contracting States entitled to sit on the Committee of Ministers.

2 In respect of any State acceding to the Convention under paragraph 1 above, the Convention shall enter into force on
the first day af the month tollowing the expiration of a period of three months after the date of deposit of the instrument of
accession with the Secretary General of the Council of Eu rope.

Article 38 - Territorial application
1 Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or
accession, .=i|1ﬂ'if\' the territory or territories to which this Convention shall apply.

2 Any State may, at any later date, by a declaration addressed to the Secretary General of the Council of Europe, extend
the application of this Convention to any other territory specified in the declaration. In respect of such territory the Convention
shall enter into force on the first day of the month following the expiration of a period of three months after the date of receipt
af the declaration by the Secretary General.

3 Any declaration made under the two preceding paragraphs mav, in respect of any territory specitied in such
declaration, be withdrawn by a notification addressed to the Secretary General af the Council of Europe, The withdrawal shall
become effective on the first day of the month following the expiration of a period of three months after the date of receipt of
such notification by the Secretary General.

Article 39 - Effects of the Convention
1 The purpose of the present Convention is to supplement applicable multilateral or bilateral treaties or arrangements as
between the Parties, including the provisions of:

- the European Convention on Extradition, opened for signature in Paris, on 13 December 1957 (ETS No. 24);

- the European Convention on Mutual Assistance in Criminal Matters, opened for signature in Strashourg, on 20 April
1959 (ETS No. 30);

- the Additional Protocol to the European Convention on Mutual Assistance in Criminal Matters, opened for signature in

Strasbourg, on 17 March 1978 (ETS No. 99).

2 If two or more Parties have already concluded an agreement or treaty on the matters dealt with in this Convention or
have otherwise established their relations on such matters, or should they in future do so, they shall also be entitled to apply
that agreement or treaty or to regulate those relations accordingly. However, where Parties establish their relations in respect of
the matters dealt with in the present Convention other than as regulated therein, theyv shall do so in a manner that is not
inconsistent with the Convention’s objectives and principles.

3 Nothing in this Convention shall affect other rights, restrictions, obligations and responsibilities of a Party.

Avrticle 40 - Declarations

By a written notification addressed to the Secretary General of the Council of Europe, any State may, at the time of signature or
when depositing its instrument of ratification, acceptance, approval or accession, declare that it avails itself of the possibility of
requiring additional elements as provided for under Articles 2, 3, 6 paragraph 1.b, 7, 9 paragraph 3, and 27, paragraph 9.e.

Article 41 - Federal clause

1 A federal State mav reserve the right to assume obligations under Chapter I1 of this Convention consistent with its
fundamental principles gc:wrnuw the relationship between its central government and constituent States or other similar
territorial entities provided that it is still able to co-operate under Chapter IT1L

2 When making a reservation under paragraph 1, a federal State may not apply the terms of such reservation to exclude
or substantially diminish its obligations to provide for measures set forth in Chapter IL Overall, it shall provide for a broad and
effective law enforcement capability with respect to those measures.

3 With regard to the provisions of this Convention, the application of which comes under the jurisdiction of constituent
States or other similar territorial entities, that are not obliged by the constitutional system of the federation to take legislative
measures, the federal government shall inform the competent authorities of such States of the said provisions with its
favourable opinion, encouraging them to take appropriate action to give them effect.

Article 42 - Reservations

By a written notification addressed to the Secretary General of the Council of Europe, any State may, at the time of signature or
when depositing its instrument of ratification, acceptance, approval or accession, declare that it avails itself of the reservation(s)
provided for in Article 4, paragraph 2, Article 6, paragraph 3, Article 9, paragraph 4, Article 10, paragraph 3, Article 11,
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paragraph 3, Article 14, paragraph 3, Article 22, paragraph 2, Article 29, paragraph 4, and Article 41, paragraph 1. No other
reservation may be made.

Article 43 - Status and withdrawal of reservations

1 A Party that has made a reservation in accordance with Article 42 may wholly or partially withdraw it by means of a
notification addressed to the Secretary General of the Council of Europe. Such withdrawal shall take effect on the date of
receipt of such notification by the Secretary General. If the notification states that the withdrawal of a reservation is to take
effect on a date specified therein, and such date is later than the date on which the naotification is received by the Secretary
General, the withdrawal shall take effect on such a later date.

2 A Party that has made a reservation as referred to in Article 42 shall withdraw such reservation, in whole or in part, as
s00n as circumstances so permit.

3 The Secretary General of the Council of Europe may periodically enquire with Parties that have made one or more
reservations as referred to in Article 42 as to the prospects for withdrawing such reservation(s).

Article 44 - Amendments

1 Amendments to this Convention may be proposed by any Party, and shall be communicated by the Secretary General
of the Council of Europe to the member States of the Council of Europe, to the non-member States which have participated in
the elaboration of this Convention as well as to any State which has acceded to, or has been invited to accede to, this
Convention in accordance with the provisions of Article 37.

2 Any amendment proposed by a Party shall be communicated to the European Committee on Crime Problems (CDPC),
which shall submit to the Committee of Ministers its opinion on that proposed amendment.

3 The Committee of Ministers shall consider the proposed amendment and the opinion submitted by the CDPC and,
following consultation with the non-member States Parties to this Convention, may adopt the amendment.

4 The text of any amendment adopted by the Committee of Ministers in accordance with paragraph 3 of this article shall
be torwarded to the Parties for acceptance.

5 Any amendment adopted in accordance with paragraph 3 of this article shall come into force on the thirtieth day after
all Parties have informed the Secretary General of their acceptance thereof,

Article 45 - Settlement of disputes
1 The European Committee on Crime Problems (CDPC) shall be kept informed regarding the interpretation and
application of this Convention.

2 In case of a dispute between Parties as to the interpretation or application of this Convention, they shall seek a
settlement of the dispute through negotiation or any other peaceful means of their choice, including submission of the dispute
to the CDPC, to an arbitral tribunal whose decisions shall be binding upon the Parties, or to the International Court of Justice,
as agreed upon by the Parties concerned.

Article 46 - Consultations of the Parties

1 The Parties shall, as appropriate, consult periodically with a view to facilitating;

a the effective use and implementation of this Convention, including the identification of any problems thereof, as well
as the effects of any declaration or reservation made under this Convention;

b the exchange of information on significant legal, policy or technological developments pertaining to cvbercrime and the
collection of evidence in electronic form;

¢ consideration of possible supplementation or amendment of the Convention,

2 The European Committee on Crime Problems (CDPC) shall be kept periodically informed regarding the result of

consultations referred to in paragraph 1.

3 The CDPC shall, as appropriate, facilitate the consultations referred to in paragraph 1 and take the measures necessary
to assist the Parties in their efforts to supplement or amend the Convention. At the latest three years after the }'In-“\t'l'lt
Convention enters into force, the European Committee on Crime Problems (CDPC) shall, in co-operation with the Parties,
conduct a review of all of the Convention’s provisions and, if necessary, recommend any appropriate amendments.

4 Except where assumed by the Council of Europe, expenses incurred in carrying oul the provisions of paragraph 1 shall
be borne by the Parties in the manner to be determined by them,

5 The Parties shall be assisted by the Secretariat of the Council of Europe in carrying out their functions pursuant to this
article,

Article 47 - Denunciation

1 Any Party may, at anv time, denounce this Convention by means of a notification addressed to the Secretary General of

the Council of Europe.
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2 Such denunciation shall become effective on the first day of the month following the expiration of a period of three
months after the date of receipt of the notification by the Secretary General,

Article 45 - Motification
The Secretary General of the Council of Europe shall n::tlh the member States of the Council of Europe, the non-member States
which have |'|d]tll2 ipated in the elaboration of this Cony ention as well as any State which has acceded to, or has been invited to
accede to, this Convention of:

a any signature;

[&] the deposit of any instrument of ratification, acceptance, approval or accession;

s any date of entry into force of this Convention in accordance with Articles 36 and 37;

d any declaration made under Article 40 or reservation made in accordance with Article 42;
@ any other act, notitication or communication n-*Jdl'lng to this Convention.

In witness whereot the undersigned, being duly authorised thereto, have signed this Convention.

Done at Budapest, this 23rd day of November 2001, in English and in French, both texts being equally authentic, in a single
copy which shall be th—‘}'l{}‘:ltf;'d in the archives of the Council of Europe, The Secretary L&'neml of the Council of Europe shall
transmit certified copies to each member State of the Council of Europe, to the non- .member States which have participated in
the elaboration of this Convention, and to any State invited to accede to it
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